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1. Test for randomness: Let's assume that we have a sequence of bits generated by some RNG. What is
the expected result of using common compression tools (e.g., 7zip, gzip, rar, ...) always using the
respective best compression mode?

Solution

No relevant compression should be possible! If so, the randomness is highly questionable. High
randomness implies a high entropy and therefore nothing to compress. Effectively the file should
even be larger due to the required metadata.

2. Implement an LCG to study how it behaves when the values of ,  and  change.

Try to find values that produce a supposedly random sequence.

Test the RNG with the following value:

lcg(seed,a,c,m,number_of_random_values_to_generate)
lcg(1234,8,8,256,100)
lcg(1234,-8,8,256,100)
lcg(1234,-8,8,256,100)

Solution

See Jupyter Notebook.

https://github.com/Delors/Course_W3M20014/blob/main/7-stream_ciphers.ipynb
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